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The National Cyber Security Centre Cyber Essentials scheme is the UK government recommended minimum level of cyber hygiene to ‘identify opportunistically exploitable vulnerabilities within an organisation’s internet facing infrastructure and user workstations that provide a high level of exposure to potential attackers with a low level of skill’.


The test requirement is defined at the UK Gov Cyber Essentials Plus webpage which can be found at:
https://www.cyberessentials.ncsc.gov.uk/requirements-for-it-infrastructure.html, and also derived from completion of the following Scoping Questionnaire.

Excluded from the CE+ test scope is complex application testing, database audits and reviews (other than trivial credential checks), denial of service (DoS) attacks, social engineering attacks.
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	Company Name:
	

	Company Address:




	

	Branch Office(s):
(If applicable)
	



	Main Contact Name:
	

	Job Title:
	

	Telephone Number:
	

	Email:
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	Is the website in scope?
	

	External Infrastructure 
	

	Internal 
	

	Build Review
	


[bookmark: _Toc79061723]Website / Application Testing
	Please list all internet facing URLs of websites to be scanned (not required if hosted at a Managed Service Provider)
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	What are the external IP addresses in scope?

Note. External home routers will not be tested.
	



[bookmark: _Toc79061725]Internal Testing
	Internal IP range(s) in scope?
	


	Do you run an internal email system, or do you use a cloud hosted solution? i.e., Office 365
	

	How many User Access Devices are in scope?
	

	Are desktops built from a standard image?
	

	How many internet browsers are in use within your systems? Please provide a list.
	

	How many server systems are in scope?
	

	Server roles in scope (i.e., Domain Controller, SQL server, Webserver)
	

	Is a VPN solution in use?
	

	What Antivirus solution is in use?
	

	Mobile devices in scope including BYOD. iPhone need to be version 14. Android must be version 8 or later.
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	What operating systems are in use? (Please specify both server and desktop OS’s and versions)






	

	Is there any BYOD devices? If so please list.
	


[bookmark: _Toc79061727]Cloud based Systems Such as AWS.
	What operating systems are in use? (Please specify both server and desktop OS’s and versions) *





*Only required for systems you are responsible for updating and patching.
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	Do you have any IT support who can assist with installation of Nessus Agents, troubleshooting and remediation?
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Any additional information that may be of use to the assessor:
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The Umbrella Cyber Essentials Plus Assessor has access to an appropriate and sufficient set of test files and a remote web page with links to downloadable test files, to test the implementation of the controls specified in the Framework.

Umbrella Cyber Essentials Plus Assessor(s) will carry out vulnerability analysis and verification rather than full penetration testing. Limited exploitation may be included to remove false positive findings following vulnerability scanning. The assessor will take due care in testing activities to minimise damage to systems within scope, however by authorising testing activities you are accepting the risk of testing activities against its systems.

The “two-click rule” is intended to limit the level of testing under test. If a user is required to undertake multiple steps to execute potential malware (such as for example a file in a zip archive within a zip archive within another zip archive…), then the assessor should use experience and initiative to determine what level of nesting is appropriate to test.

The Umbrella Cyber assessor will require local admin rights to all machines that are in scope, in a Microsoft Windows environment, a domain administrator account would be preferable. In the case of non-Windows machines that are in scope, an equivalent account will also be required (i.e., root) and remote access enabled (i.e., SSH).

Alternatively, Nessus agents will be installed to complete the vulnerability assessments.
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